
The AdminBastion Suite
(WAB Suite) from Wallix is
one of the solutions for a Pri
vileged Access Management
(PAM). It manages password
administration, secures the
access on important data and
systems and monitors the ac
tivities running via privileged
user accounts in realtime.
And it does not matter whe
ther these users are working
internally or from external
sources.

Specifically, the WAB Suite in
cludes three key components,
the Password Manager, the
Session Manager and the Ac
cess Manager. These three
components ensure that the
correct users have access to
the right resources at the right
time during operation.

The WAB Password Manager
stores the access data for ad
ministrator accounts, local ac
counts and database adminis
trator accounts in a central

vault, which has an ANSSI
certification in France and an
FSTEC certification in Russia.
ANSSI works closely with the
German authorities on cyber
security and is the French
counterpart for the German
BSI (Federal Office for Infor
mation Security). There the
data can be managed via a
single console, i.e. created,
hidden, displayed or changed.
The end users do not get the
passwords in normal operati
on, so it is possible to automa
tically use long, complex, ran
dom strings.

The WAB Session Manager
handles and monitors all ac

cesses of privileged users to
devices and applications on
the network while ensuring the
auditing. Monitoring – and
thus also alerting – are carried
out in real time. Each access
is always assigned to an un
ambiguous identity so that it is
possible to take each user ac
countable for his or her acti
ons.

After all, the WAB Access Ma
nager is a web portal that al
lows users to access all the
resources they need. The pri
vileged access management
functions across multiple si
tes, customers, or networks.
This makes the product suita
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Privileged user accounts, such as local administrator accounts, constitute a
security risk. Also accounts of service providers, which can access systems

of a company via remote management, encounter problems in practice.
Attackers can hack these accounts and use the accountrelated rights to

get access on the data of the affected organization. This threat is increasingly
gaining importance considering the growing number of attempted attacks.

Alongside with enhanced compliance requirements, the risks also increase
due to the increased use of externally hosted applications and cloud services.

Solutions on the management of privileged accesses address these issues. We
have looked at what AdminBastion Suite from Wallix can provide in this context.
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ble for use with cloud provi
ders as well as for end users.
Access to the desired sys
tems is achieved by a single
click during operation.

The test
For the test Wallix provided us
with an appliance, on which
the WAB Suite was preinstal
led. We integrated this app
liance into our environment,
familiarized ourselves with the
scope of the solution and ma
naged privileged user ac
counts on our network. In ad
dition, we recorded various
sessions while using these
accounts and tested the moni
toring functions.

Putting into operation
To put the product into opera
tion, it is sufficient to integrate
the appliance or the virtual ap
pliance (the product is also
available in this form) into the
network and start it. We then
logged on to the local console
of Debian Linux, which uses
the Wallix appliance as an
operating system and adapted
the network configuration of
the system to our environ
ment. As soon as this was do
ne, we could connect to the
web configuration tool of the
solution via the new IP ad
dress. The configuration tool
first pointed out that we would
have to change the default
password (admin) of the ad
min account. This makes sen
se to ensure that no products
with default passwords enter
the productive mode. After
changing the password, we
were able to start the practical
work.

The appliance operates as a
virtual proxy, which means

that the users access the Wal
lix solution, which then
connects to the desired target
system. This makes the pro
duct equally suitable for ser
vice providers and internal ad
ministrators in mediumsized
companies. The configuration
of the individual target compu
ters does not have to be chan

ged necessarily, so that direct
logins can still work, if nee
ded. But there is also the opti
on, as mentioned above, to
automate the password admi
nistration and leave it comple
tely to the WAB Suite; in that
case, the accesses are only
provided via the Wallix soluti
on. We will go into that later.

As part of our testing, we first
took the opportunity to review
the scope of the management
tool. The solution works with a
menu structure on the left,
which makes all the functions
of the Wallix product available.
While we made ourselves fa
miliar with the individual menu
items, the connection to the
appliance suddenly broke
down. After a renewed login to

the local console of the server,
we realized that the solution
had restored its old network
configuration, which was loca
ted in a different subnet than
our test environment. There
fore, we repeated the network
configuration, once again log
ged in to the web interface
and again adjusted the set

tings in the Network Settings.
Afterwards the network
connection remained stable.

The connection to a Win
dows server
After everything went as desi
red, we started to establish
two connections  to a system
running Debian Linux and a
computer running Windows
Server 2016. The Windows
server was to be addressed
via RDP, the Linux computer
using SSH. To set up the RDP
connection, we first changed
to "Users / Accounts" and ad
ded a user account with nor
mal user rights to the applian
ce. Through this account, the
users could log on to the Wal
lix system later to access their
assigned computers. After
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that, we immediately set up a
group into which our local
user accounts were to be inte

grated. With the help of the
groups, it is possible to grant
specific users – e.g. the em
ployees of the IT department
or even external users – diffe
rent rights than others on the
network.

Then we turned to "Resources
/ Devices" and set up a new
device there. We gave it the
name "Windows2016AD" be
cause it was an Active Direc
tory Controller. We also added
the IP address and the do
main.

In a next step, we selected
the required RDP protocol. At
this point, the system sup
ports Telnet, RLOGIN and
VNC in addition to RDP and
SSH. If necessary, the rele
vant employees are able to
specify the ports used and the
like when configuring the pro
tocols. Once the device exis
ted, we were able to switch to
"Resources / Accounts" and

set up a device account for
the new device. This was
used to perform the login on

the end device. Since we
wanted to secure our privile
ged accounts with the Wallix
solution, we used the adminis

trator account of the Windows
server for this purpose. At this
point, it is also possible to sto
re private keys, for example
for SSH accounts or pass
phrases, in addition to pass
words. After we set up our ac
count with password and des
cription, we assigned it direct
ly to our device. As part of the
device account configuration,

there is also the option to acti
vate the already mentioned
automatic password change.
This makes it possible to
completely leave the pass
word management for the pri
vileged accounts (or, if desi
red, also for all accounts, but
for the privileged accounts it
makes the most sense) to the
Wallix solution.

To do this, you only have to
configure the complexity of
the passwords and activate
the automatic password
change. After this, AdminBas
tion generates the correspon
ding passwords for all affected
accounts at regular intervals 
the interval is definable  and
stores them in its password
vault and activates them on
the relevant target systems. In
this case, the passwords are
no longer known to the users
and they can access their

computers exclusively via the
Wallix product. After defining
the device account, we set up
a new group under "Re
sources / Groups" and added
the new account to make it
usable for the users. Finally
we moved to the " Authorizati
ons / Manage Authorizations"
section, also set up a group
and released the RDP proto

3

A Windows administrator account for RDP accesses

After logging in with a user account, the systtem presents a list contai
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col for it. At the same time, we
activated the Session Recor
ding  one of the highlights of
the Wallix product, which will
be discussed in more detail
later. The first connection was
thus ready for use.

The first access
To use the new connection,
we logged on to the appliance
with our previously created
user account and landed in a
web interface, which had two
menu items. The first is called
"My Settings" and allows you
to specify the language to be
used for the account and to
enter the email address of the
user. SSH and GPG keys can
also be stored here.

More interesting is the menu
item "My authorizations", be
cause it contains a list of all
the systems that the respecti
ve user account is allowed to
access, in our case it was na
turally only the Windows ser
ver at this time.

In addition to the name of the
system, the mentioned list in
cludes information such as,
for example, the protocol to
be used and the last connecti
on. In addition, it provides two
icons for each target system.
One allows you to download
an RDP configuration file,
which allows you to call up the
connection via a single click. If
a user selects this path, he
must always enter his pass
word in order to establish the
connection. Alternatively, the
responsible persons can ma
ke an immediate connection
via the second icon. No pass
word is required, but the ac
cess only works within 30 se
conds, after which it loses its

validity. Both methods worked
right away in the test.

By the way, RDP accesses
can not only be realized via
the web interface. It is also
possible to log on directly to
the appliance with an RDP cli
ent. The Wallix solution then
details in a list those RDP tar
get systems, which can be ac
cessed by the respective ac
count, and establishes the
connection at the touch of a
button. If necessary, there is
also the option of making indi
vidual applications available
via RDP on the network using
a Windows Jump Server with
installed terminal services or
remote desktop roles using
the WAB Suite.

The configuration of the
SSH access
Next, we dealt with the confi
guration of the SSH access to
our Debian server. The proce
dure is similar to the RDP
configuration. First, we set up
the device with IP address
and name. Here we naturally
activated SSH instead of the

RDP protocol. After that we
had to define the device ac

count with password and the
like; at this point we used the
root account of the server and
also deactivated immediately
the automatic password
change. After we added the
new account to the Debian
device and added it to the
group, we released the SSH
protocol in the authorizations,
after which the connection
was available.

SSH access as user
The SSH access in practice is
somewhat different than wor
king with RDP. Users can ac
cess the SSH target system
via the list of their authorizati
ons, but the connection setup
for Windows works only with a
special version of the putty
client called WABputty, which
can be downloaded directly
from the user interface of the
appliance. As soon as this has
been installed on the used cli
ent computer, SSH accesses
are possible without problems.
Otherwise users have the op

For our test group, we released the protocols RDP and SSH
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tion to connect to the Wallix
appliance via SSH. This works
both from Linux, as well as
with putty under Windows. Si
milar to accesses with the
RDP client, the appliance then
presents the users with a list
of the available target systems
and establishes the connecti
on after selecting an entry.

Test continued
In the further course of the
test, we became familiar with
the functionality of the Wallix
solution in detail, worked with
the recording features for the
sessions, and added to our
environment other target sys
tems, for example Windows
server 2008 R2 and Fedora
Linux. It would go beyond the
scope of the test to go into
every single feature of the so
lution, but it makes sense to
point out the recording featu
res of the product.

If an authorized user logs in to
the appliance, he has the opti

on of switching to the "Re
view" area. There he can view
a list of the current sessions
and the session history in the
past.

If the corresponding function
has been activated, there is
an option for each session to
analyze the history in detail.

For SSH, this is available as
text and ttyrec files. In this
context, we must particularly
emphasize the support of tty
rec, since this tool not only
makes it possible to read the
commands entered, but can
also output them in realtime
on a console so that the admi
nistrator always sees what ex

actly when has happened. For
RDP connections, the WAB
Suite creates flash videos that
can be viewed and downloa
ded directly from the web in

terface. In addition, it also
provides screenshots genera
ted from the videos, which are
created on the basis of identi

fied actions. Here, too, it is
clear at any time which acti
ons were carried out at what
time, which helps to carry out
audits and to ensure their
compliance. Comprehensive
statistics on the connections,
which, for example, visualize
the number of WAB connecti
ons per user as well as the
target connections by duration
or by date, complete the sco
pe of information offered by
the appliance.

Conclusion
The test of the Wallix Admin
Bastion left a remarkably good
impression. The product not
only enables easy and secure
access to the privileged user
accounts of the existing net
work components, but also
handles the password mana
gement and, if desired, provi
des applications on the net
work. Comprehensive functi
ons for auditing, which clearly
show who has done what and
when, round off the range of
services provided by WAB
Suite.

A recorded RDP session

Comprehensive statistics, such as the history of login and login att
empts in this example, help to keep an eye on all activities
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